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(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a method and a 
device for subscriber authentication which enable a 
protecting means to be used at cost as low as possible 
even in another communication network connected to a 
mobile radio network respectively. 
SOLUTION: The method and device are for 
authenticating a subscriber and/or coding information, a 
mobile radio network (PLMN) for a subscriber of another 
communication network(CN) prepares protection 
parameters (SPAR) through an interface (DSS1+) 
connecting both communication networks, and a 
subscriber of the mobile radio network needs not 
registers itself in at least one subscriber data base(DB) 
of the mobile radio network. At this time, the subscriber 
of the other communication network is identified by a 
subscriber identification module(SIM) of a subscriber 
station (UPTD, DM) and recorded in the subscriber data 
base of the other communication network. Protection 
parameters for a subscriber recorded in a leased 

network are requested through an interface, prepared by an authentication device (AC) of the 
mobile radio network, and transmitted to the leased network through the interface. 
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(57) imm] 

mm] tn^n»»**«K:*BESix 

(SPAR) as»Jtf>iHf*B (CN) <DiPA#<Dfc 
(PLMN) ^ioTiSiift»3S:S»t 
TV^>f^-7i-^ (DSS1+) £^L*{f£;ft 

&< 1 1 1 o<0jqA#7 f -*'<--* (D B) JCJDA#E 
ftS:1-5&3W s ftv\, ^<0&BiJtf>ii«*Bo2raA#te* *P 
A#J§5 (UPTS, DM) ^JJOA^KS'J^^^-^ (S 
IM) tcto-CKSU^ix, ^ogiJoaftffl^JPA*^- 
^-<-^(ciB®^^5o SfflW-lBS£ftfctoA#<&fc 

^tXs »»«*MBOBE*ll (AC) {diorpii^tv 
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[#ffSt#©SSffl] 

^IMPA^K (PLMN) K*fL;!jQA#^ 

iC^SftSSPA^Sil*^-^ (SIM) lCicT!S 
SiJ$ixA>o#i!ifflE^p (PLMN) ©'>&< i t> lo© 

aOA^x-^-XT-toS^ftTIMM (AC) ICS 
®£tvC:fc!?, ^Egg (AC) ^bJDA^x-^Sr 
£$1-3/c©, ^HiiDA#lc*tL^ix-e^®^7>- 
^SO^T^ V Xi^fil«£;ft/r^5iJ5£©k©lc 10 

(DSS1+) U£i&*EiiS*B 
(PLMN) lc^$tifcSiJoiiffiffi©iDA#5r, *PA 
#S$SiJ*-v^-A< (SIM) lc < toTSSSiJL^o/>/ < c< 
£ tSiJ©iHf 18 (CN) ©iDA#T-^-i-^ (DB) 

-SiJ©iHf*H (CN) <D!&m£tltzti\)A%<Dtzit><Di%m 
9 (SPAR) H>^-7i-^ (DSS1 

+) zfrLxmxi^ &m&Mffl (plmn) (ornmm 

1mA%V>&&&®W)&MM (PLMN) ©JPA^t 20 
7—9^—7, (hlr) T-fTprt&uc, 
(DSS1+) lC<fco Tigd LA^O-f 
(DSS1+) Sr^LSiJ«Dii(fffi(ceiiiL, 

-»]©ii{tlH (CN) OlBA^OtiibnmiLRlJ-/ 5L\$ 
flMloa-Kftt. Mb*MM (PLMN) fciotS 

« $ *ufc««'< ? > - * icg^v %TiWES'j©a(HH ( c 
n) -ejitTi-srtSr»*ti-5*tt. 

[ft*S2] (SPAR) 

&!Mrs»tt*iiRiH (plmn) ommmm (ao 

Sr, iDA#®giJ (IMS I) CioTftUL, ?»A# 30 
18»J (I MS I) (UPTS, DM) (C<t 

iXfiQAgmn^iS*-* (SIM) ji^SE^-tbtl^ 
o-f y}>-7i-^ (DSS1+) £tf-U£ff Si-iSr. 

[I8*S3] giJOjittM (CN) KliiaUfc{ft»^9 

(SPAR) tt^PiftlcJjDA^T 
(DB) tEft1-Sw t&ftWtt-tZ, W#5lXMt2 

[f»*94] JDA#x-i5"<-^ (DB) &%\\<omm 
m (CN) fcS^$ti)t*0A#O*--^ • 7—9'<—* 40 

[ft#«5] (DSS1+) 

(SPAR) (DZti^ti 1 oXttHRO 
■fey hSrSafcLTfisiSU *»o«ak<5>-*©8ij<0-fc 
s/ KSrttffli-ilWHc, fllA*BIiEfttf/X8:=»- KfcS: 

[!S*3S6] iM (PLMN) *SGSMSIPfc 

s-3<-feyutt©»«isiitwB-cfc9. m^mm^m\zi:^ 

X9\(Omtm (CN) ©APA^fWfcfeWG SM<£®/<7 50 
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2 

(SRES, RAND, KC) Zm&tZ Z t Z 
«»£-*-$. M*3Si-»*«5©v^iii»iqiKE« 
©^fe 

iss*«7] momtsm (cn) ©aoa*©*:*©** 

HJDA#^ (DM) £{£ffl-f S^lCIt, fiSST/v^y 
««JDA#^i:Sife^ (BS) t©IWC3fi*«r 

l «lclS©©*i£„ 
[8**5 8 ] i!0A#S:BIEl-5fc»©at;/XH:1l»« 

#SM)P A## - #P A#^ K £ £ tifcJD A#8ffiS'J* v? a - 
)V (S IM) IC<fco T^MMISffi(C» LffiS'I $ *U A>o 
#Bb*Mftffi (P LMN) ©'>&< 1 1 1 o©SDA#x- 
*^-*KE»S*u:iBliE»I (AC) & 
ISlEgfi (AC) a»&;60A*f f -*fc#8-i-5fc«>, £ 

!IXAiS!j!ffioiS|-efe5jgS;©t©(c43V>T v 
-^S&ftiHIB (PLMN) ffj^f-yx-X (DSS 
1+) £?>L-TBiJ©iiffJH (CN) lcgSBE$*i-C*5«K 
SIJ©iiftffl©JDA#^, *DA#^ (UPTS, DM) © 
JDA^MJ^e^^-^ (SIM) jcioTBKB'iJ^^o 

bhwwmmm (cn) ©*pa#x-:?-<-* 

(DB) fCfE&SftTfctK 
-SiJ©oi<ffg (CN) ICfi, giJ©iHiffl (CN) ©IE^ 
S*lfcaPA*Ofc»©(ft«^5^-^ (SPAR) £-<\ 
y^-7i-7 (DSS1+) &4M,TB#-f3#© 

(PBX) *5sS:(te>tVT*3t), ^o&fSMiiiffl (PLM 
N) ©-t^m©BII^e (AC) ICtt s &m'<7*- 
9 (SPAR) ZWH-S^mitmibtiXisQ * Mlc 
^IMSfjllfilCtt, ^fb«H»3 (PLMN) ©ADA#x- 

(SPAR) $r^>^-7=-^. (DSS1+) £ 
3>LBiJ©iHf*8 (CN) fcaMti-S^R (MSC) #R 

-sij©iift» (cn) ©JnA^wfcfewSiiaut/xtt 

««©a-Kfl:Sr. (PLMN) IcioTg 

(t 3ftfc«»'<5;*-*fc£<J^T3StTT5¥a (PB 
x) ^S«]©iHfP{c:S:itt>tLTv^ 

[0 0 0 1] 

«8©±&tR^lcl5Sie©, SDA^IrBiiEI-S/cTO©^^ 

/x a - wrsititxDijmAxmmizKir 

So 

[0 0 0 2] 

[t$jR©S^l 7 L U'=J>l^:K— h (tele om r e 
port) 16i (1 9 9 3) , 6*, 3 2 6H*»e>3 
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3 

(Safety First bei europaw 
eiter Mobilko mm u n i c a t ion) 
Id itbtf, H^G SMmm (Global S y s t e 
m for Mobile Communicatio 

^ItfcttfcftlA^MffllJ*^*-^ (S u b s c r i b e 
r Identity M o d u l e ) K i 0TJ8SIJ * 
*t£ 0 »»JBA#ttS IM#-KOg«&BE3£« (A 
uthent i f icat ion Center) (£2 

3.= (Security B o x ) LTfc 19 , 
HKeaS©fcJ{>©ilM*Sr3- Wb+5fc»©*S (c i 20 

pher i n g) 3 „ 

[0 0 0 3] R^tt3»«ftT»K"Cab5fc»GSM«« 

OCO^t-oi^SJ 9 (Memorandum of U 
nderstanding) fcX<5£\ #|«:«;tTffitf 

(Corporate Networks) ftT*ti:ft/8 30 

ts:imftv\ 4fcGSM»J|ifc8iJo«tBS*, 

flflxJf, DECTS^P (Digital Enhans 
ed Cordless Teleco mm u n i c a 
t i on) fc<&M-m«ffl5FWe&9, XfifcirxG 
S M»ttttlM0*£# i: BUOiiflr*** t OfSKiDA 
(Roaming) OftSHcBB+SiiftlPIIBO 
#a*ft9*&aM*£LT^Tfc, lo©*5i4a«IH 
(Universal Personal Telec 
ommu nication, UPT) ftt?W5:i: 
li, fc*>%^RllB-C?4)5. SotGSMPWIJ 40 

ftoT^5?K Xtt»ftofc*««©a«lHT*>*JB 
J4PSa« *Btf> JD A*t - * * - fi*P A#S«I- J: 

[0 0 0 4] 

[»W*»»LJ:5i-r5ll«l] **9J<D«Btt* *0A 
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4 

[0 0 0 5] 

[0 0 0 6] {ftSI^5^-^lCtt, gi]wa{f«B^iOA# 

ft< tt> iocoioA#7 f -^-<-^r^blx^<r i ba 
i^ic^o-o^, *o»-&g!joaff»^iDA#tt^ 

tt< ttMoaflrp^apA^-^^^teWiSft 
5 „ 8Q ^ mmm i-iae * ftfcjp a# fc * tf>«&^ 7 * 

-7*-^sr^tT9j«>a{tiB^eassn-6. »$sn 

ffl^JPA#x-^^-^^*aA#Of5®llftbti>^v> 
££T*fc5 0 lixiaot, ^t!]«MO»*PA#i^ 

$ ij ^ e> jn 5 0 * h idlf £ X B>J «HIi 

Kgffi $ tilt$m'< y*-$ (cg<5 v , BUoaflTMfc: 
$ tbfciJP A#o & o»p A*BS£X ^/X » <o 
= - hMk^btb^o »J^afiJHx fi»Jx.fin n-*^ 

^^©^jE4T ^ -fe^5.U 5 fiASj*JnA#f f -^ O^FIE 
[0007] y^:tilcJ:ot, »»«»lHds («» 

oT^o^, ^oBUcoiM^^. 8U^a«ffll-*3tt5{S» 
*B^0>£r >^*^BiJ(DiijS^^ J: o T5Bi& ^ tbS W 

[0 0 0 8] o4 9JnA#BE<0fc*<^ ^i-S*^^ 

B'JOiifSiP (itll DECTS$}:^^ 
fcirffiffl) Sr^LTOjPA^aftOlRfcfc, £fc*PA 
#3fts»ft«4:BiJoa«IB©«*^ b«*«ii»IHOttftSI 
^ic^^J: 5 fci-SW^OlDA^aiBoRKt, 
JDA#^»ft»OJ^a«»o««^b»»SS««^flt 
*&IS*tc^x.«t 5 t-r54l-&cc>iPA#^affi«)IR^t, 
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[00 09] 

[0 0 10] licit •YV^-7 3 i-XDSSl+5r 
tfLIMMilWBPLMNfc, GSMSmicS^ 
< &MftttM-?£tt 3 *fO * S JP1 C N T**D AfOB 

gggflJlfv^-JPA^fT-*^-* jX*J9 — • L"^ 

.tt«l««^&MI{MftO^AOfMbmiMP LMN 

TO6ftK.9#<©JnA#$:loK:Si»-C^5. 20 

[o o 1 1 ] &g&ffittfttt&§siia, ssttKiHigrs 

cs?*- . >i?^^vLRtfll*.fc**©*MM(««Br 
MS CSrWLTI^T, 1 oco#S)S^®0tM S CfC-ttx 

fcoT^S. oS (J^BSPA^t-^H:. Wcr-9ft 
*Jx?ix«Ogtt»*,«l&««l*JKtt«i-il8 9, #B« 
MP LMNO^f^^fcttlAff-? t L-OBMBfS 30 

LMNI4, 4>fc< it— o<£>H^£;h--tV&^/fc-A • 

O^TOJ0A#r-^l±, IfOi^OflWilP 

[0 0 12] EiE^EACtt*-A • Uv^^HLRlC 

&^X.fc<SS^=-y h (Security Box) 5: 
WL-CV>5„ KEESfiACIdrt, #tb*DA#^J0A#{C 40 
E#£ftfc&BiPA#!S&J IMSICiotlgSiiT 

1 fcfBISSftS. S I M>- KliADA^SaSU^-v 5 
a.-^S I MT-feO, KS I Mfc«fcoT*PA2#l4 

'»MaflMHPLMNt»LW3iJSii5. 
[0013] ^DA#!KB'J*v ! ^-/i'S I MZm^XMX 
«St!lJDA#©ii(SfflTj5'-fe^B^S-^ 

ke^eacic»4»s^7p<-^ s par/45 mmznx 

V>"C, mizV>®®T;i'=>']) XA (#J;il4, BERG SMS 50 
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m£m<5^xmfe£tiiz&mT»=ty xm3/as) 

^T/W^'y X.M4, ffc#-ei4, KIE©fc*©{Sg^7p< 
(at?RWi-S» 0>Jxl*\ SRES) fe^LfiflMB 

flWf, KC) *m%;<7*-? kLXm'&LoZi.i 
(cfcoTi/^. L^Utltcifc^SG SM#Bili&MB<D 
#3£&I4, :offiS7;^!i XA|;:fl8ft£*iT^fc< 

[0014] BSMAC©»S« y hCU, a* 
(RAND) i, m&Zfttz'*? /-? i MS I RTfK 
1 tSrftfflLfcfSST^^y XAA3CStt LT, 1 
o©fi^ (SRES, iNrvSixtoSS) tmffe&tl 

fcS<J<toA#&TJra«S*tfc'<5*--* IMS I , K 
I icS-^Tffi # (SRES, tf-fvSixfcfS:*) fcffi* 
fifc-f5. r<OMft#^BMitS»IPLMN©ii«ffl^fi 
Cict, ^F«C(±»*g5ttiB3fMSCK:J:oT.' 

K»4;&PA#BIE;43®*ttl::|Sfr£*i5. 8BEE©IS|{&87 
A- =r ■) XA A 8 CS^ < iPA#KSU^ i?* S1MT- 

ftltWia-hVki-SfcJtXOfl:* (KC) #*tti$*t 
XZbi.ilCtp&T'ay'rjyymm.CCS 7 (7b 7 

[0 0 15] 1W8*BCN»4'>ft< HloOn-*;^ 
gfPBXMU ^n-^/W^gPBXtafJDA^ 
14, JOA#JHUPTSS:^-LT*r*eStt*iiTV^*\ 
XI4«»iPA#^DM, 0j|xl4\ GSMltWDEC 
TS»lca*Lfea?»*-K10A#«i:, S&^BSi 
Sr^UT^^nrv^o *0>l®flPA#^UPTSf4, 

»JOA#K:«i£oaflMfl (HRWfcflBAiHt, UPT) 
&'<y97?7i-Z>. SiPAflUPTS, DMI4#a 
T-fcoT, 9ffl«CN©JPA##, J0A#SI^4*tfc 
XI4i!PA#^rt CSA SftfcJPA*^* S I 

[0016] JPA^KSU^-^^-^S I Mil, iPA#<£> 
fc»»d*PA#!aSiJ IMS I t, SHe^JPA#W#K I 

-C*DA#ffilI<D3t»ttfltffiffl$tt5-*-e, iPA^-Sffi 
SiJlMS 114, ;£B&Si8fU8PLMN©18HiSeACW5t 

*«0tSIS^7^-^ S P ARRr//3l(4l?ffl^CNCi»P 

14, #«k©ttttS:fflx.fc&3Sii»« (Corp 
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orate Network) a>fej*oTi8 9, f£&g 

tf, DECT«6««««>W*fcJ:oT«aiSix-CV^5. 
[0 0 17] n-^/^gfPBXWMtllort 

iPA^S'J^^^-^S IM^WPAf^UPTS, D 
Mfcgffi£ft6toA#»B'JIMS I t. *PA#fcJ:9*: 

itWtffil ffl ^rii-e fo s aiflr*- tr* Sr*B-t" 5 fc ^ ^ 

-*SPARfc*<5^T»ffl«PICNR:H:, BBHMHfttf 
[0 0 18] p-*/i/»«*PBXi:»t!lftKlBBfMS 

HJ*T"e(S*^7 ^ — ^ SPAR *t 
tt, D-*/i^JBSS«PBX^t>»lb»lBElB0fMSCfc« 
{fta^^^-^SPARSreiS-rSfcft©**^ 

^w-ea»ft«r^uTasfli**t5-<#fli« wis 

T*#5 <£ ?fcftoT^5 0 ^Ofc»i7>f ^-7x- 
*(0fc»0*S8U**J* (KC) riS&gffc'K #«F# 

(KC) tt, M^7^-^SPAR^tLTil 
ftJfcMfr <b £ ;h>oBE$S« A C fc i o t$I $ tt 
xitJ >?-y*-x ds s i +^^trg{f 

5<t 9fc*oT^5 0 

[0 0 19] H2fctt, »»«g««^e>«»^7>-^ 

SPAR^t5:i:i:J:ot, fffliCNCII^ 40 

fcCO»-&ttJDA#E»Sr, WSSiPLMN^^ 
A • l/^^HLRt'tTt?4< Tfc «k^J: 5fc4oTV^ 
£JnA#^DMROTJ P T S ^JtoA^MUSrfrofc 
^ #fcjp A#I&S'J I M S I 8:*tH*«LUR#n-;*> 
/WaS6KPBXfcaSffi£Jv So-^/miPBXC 
£oT*QA#(i, iJPA^x-^^-^DBfciDA^x- 
^SrE»i"5rfcfcJ:!)2e*ix5 0 »«E«2»^«I» 
TMt'fe^I^ XltS'J^D— */i/JBSa<0«*rtfc 
HA 9 i&A/*fRUIKE*«i*fc»"e*)6 £ 5 4*frfc 50 
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tt, tifftLUR ({uMJEfr^*) #J0A#JB*»&*fc* 

[0 0 2 0] fffl«CNOn-*^lPBX*>&10 
A#WSJ I MS I fc«*fctt««BfS PR5i\ ttf#« 
jxft LT»l!l«iK1i0fMSCOfc*<Z)|!ll^y^"- 
:7^-*£^U $fflfflCNfcS®^tbfc*PA#4:B!E 

A#1»JIMS I £lix.fctf^SAU I *r#j6i-5BB 
3SBAC^fc»o«f»3L=y ht tt^S 
AUI (SHSBEEffiffi) iHISfc, WM^WXtmZti 
TJWBS*tfc{SSI^7P«-?SPAR3ftSS**^5« * 
— ^ S par©S*H B&9JIM 
S I fr*tf»A^»*St>H5wtftLfcil«TSix 
So *fc»ttlDA#lWfflU** (MS I SDN) OR 
«t>flfctuftV\ r<Ofcft»^HRCN©JDA#tt, *PA 
#fc0r JR1"5 n -^Wgigg P B X fc:fcV N ~£ »«PA# 
fcLT*ftSJx5-*T?, ^©jpa#©*-^ • ^* 

* H L R fc (*# ft L TV ^ < T , *P A# fc*f L«S'< 7 

BSElSBACfcioTiiiastifcr-^ 
[0021] rofcftJDA*WJ'J i e^*-^s im^\ 
-*fc, r.©flfy-cttn-*/i/»ss«PBxoaDA#7 f - 

*-<-;*fc % JPA#S:E»1-5fc»fcfc^tS4oTV^ 
S 0 a(S»**#Xtt*-^^**#fc±^'t*lA#^ 
<P#Jffl*fcffl*£*lfcS I M#- M\ #DA#fc£oT 
fiEJSJraA#SDMrtXtt*OA#SU P T S fifc# A£ft 

vxg. r©sas»tt"ctt, BE««Acfc± o Offline 

N ^(OiD A#^aft«T ^ ir 7s ofc * fci&H-C 5«S 
/<7^-^tlt, JLI&R AND t > MSMssiorafc* 

^ttsREs (imv^) t&mmztix, ®mm 

iMMSCMfiR S AU I mmmamm\m) a* 
[0 0 2 2] SS^7^-^^ioxiilio 
CNfcfcV^T5fei a BiI^fcJ6fc*0A#fc«toT^ ; a$ 

^*LS«t 9fc*oTv^-5^r•^^*lJt?*>5o o^9«S^° 

r<7)^jTil, ^B^SPA#r-^^-^DB^{ix.fcp 
-^g|PBX{:J;ot|iiat7 hris&sstuSo 
»S»tt«0fMSCtt. MRSAU I (o^itmmR 

SP (Result Security Parame 
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9 

ter) fo\zm\,^tz'<7 y-*RAND, SRES, K 

^<-^^«a/>*5^-^ SPAR t LTlEIS^lxSo 
[0 0 2 3 ] ZCDmmt, BSElSBACtfBirfcoTg* 
$ * - # <D 1 o^ir y h £¥<S LTfc&1- 

5*<Z>a^fclc*9 3g£iiSo D-MfgfPBXl: 
Si^n/:»CN (Dl)UA%t<Dtz » <0iD A#BBEtt , 
p-*;^KiPBXi:J:otaftRANDS:i^fclf" 
«AUR*SflMB3.-5X h t LT**t€ilOlPA#JBDM 
Xf±UPTS^»L*flrSiiSwfcfcJ:oT, 3l£igEt* 

X tt a - KYk * tufcf ijffl If $&X lift Sr SHM" 5 

So 

[0 0 2 4] p-#;Wa3£BPBXI*, BfiEt-*M"S* 
aS:ffif*AURSrffl^-C«^bi-S. ro^Mte, 

sres 5f*«R auowb Lmwzmz-tzin 

AfSDMXttUPTSiaotWa^^ hi LT/£ 
^£tL5 0 ^VNfcSLSRAND^S«l(c:LT^tL-?tb^ 
JjPA#^f2, S I M#- K©!Wilcai<5< (HSJPA#= 
- KSrffl^Tft^SRE Srt\ p-^ifPBXl:' 

£ o OPA^T D B (CfSH^il/cif-§- S R E 
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3 ft U£ WB» C N £Sflfc S JP A*OBK*:«i 
*Wlc»5wt*-e#5. »tt«lftlHPLMN^»a 
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